ARE YOU
PROTECTED?

How to Spot a Data Scam - and
What to Do About It

What's covered

e The most common data scam /

tactics in 2025
e The red flags to watch for in emails, /

calls and texts

e Why scammers succeed - and how
to make yourself a harder target

e What to do if your data has been
compromised

e Where to get help and report fraud
attempts
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Introduction

In a world where our personal information is more exposed than ever,
data scams are becoming increasingly sophisticated. Even small
pieces of stolen data - like your name or phone humber — can be
used to trick you. This guide explains what's happening, how it affects
you, and most importantly, how to protect yourself.

What is a Data Scam?

A data scam is when a fraudster uses personal information - often
obtained illegally or from public sources - to trick you into giving
away more details or even money.

These scams might come via:

- Fake emails or texts (phishing)
- Impersonation phone calls

- Soclal media messages

- Bogus forms or websites

Often, the scammer already knows a little about you, making the
scam feel more real.

Common Tactics Used in 2025
e Authority scams - claiming to be your bank, insurer, HMRC or even
the police.
e Delivery scams - fake messages about parcels or missed
deliveries.
e Healthcare scams - posing as a private medical provider or NHS

contact.

o« Compromised account alerts - urgent messages to reset
passwords or log in.

e Social media impersonation — fake profiles of people you know,

messaging you for help.
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Red Flags to Watch Out For
I Urgency or panic: "Act now or lose access!”
I Requests for personal info or login details
I Unfamiliar email addresses, even if names look correct
I Spelling or grammar mistakes in official-looking messages
I Unusual payment requests — especially via gift cards or crypto

What If Your Data Is Already Compromised?

If you've been notified of a data breach, or even just suspect
something's not right:

Change your passwords, starting with important accounts
Enable two-factor authentication wherever possible

Contact your bank or insurer if financial data might be involved
Report the scam to Action Fraud or the FCA

Be extra cautious with all communication for a while

How to Protect Yourself Every Day

e Dont click links in unexpected messages
Use strong, unique passwords for every account
Keep your devices and apps updated
Be cautious with what you share online - even with friends
Talk to family members, especially older or younger relatives,
about scam awareness

Need Help or Want to Report Something?
Report scams to Action Fraud: https./www.actionfraud.police.uk
Check suspicious financial firms: https.//register.fca.org.uk

Final Word

Being informed is the best defence. Share this guide with someone
you care about - and if you ever feel unsure about a message, pause
and check before you click.

Knowledge is your best protection.
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